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A Study on the Utilization of Digital Forensic System for the

Activation of Punitive Damage System
- Based on the case of Intellectual Property infringement -
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Abstract

Currently, in the case of intellectual property infringement crimes, crimes occur mainly in the online
environment, and at this time, online data acts as an important factor to prove the facts about illegal acts.
On the other hand, the punitive damage compensation system aims to prevent repeating of similar illegal
acts by requiring the perpetrator to pay more than the actual amount of damage when the perpetrator
compensates for the damage caused by the tort. In order for punitive damages to be established, the
causal relationship between intentional and illegal acts must be distinguished. However, due to the nature
of online data, it can be easily forged or falsified, making it difficult to prove the facts about illegality.
Therefore, we suggested direct utilization of digital forensic results for intentionality judgment and related
institutional reform measures, focusing on crimes using digital devices. So, we want to contribute to the
objective judgment standard of the punitive damages system by expanding the scope of digital forensic
utilization.
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keywords : Punitive Damages, Digital Forensics, Digital Crime, Intellectual Property Infringement, Online
Crime, Judgment of Intent
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Fig. 1. Digital Crime Type Classification Diagram
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3.2.1 21ST CENTURY SYSTEMS INC v.
PEROT SYSTEMS GOVERNMENT
SERVICES INC(2012) [28]
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3.2.2 Klipsch Group, Inc. v. ePRO
E—Commerce Ltd. (2018)[29]
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