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A Method for Generating Signature Information to Determine
Illegal Distribution of Cloud-based Streaming Video
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Abstract

Recently, as various platforms that provide services for contents such as movies, dramas, and webtoons
have emerged, the method of illegally using contents is changing from a download method to a streaming
method. Most of these copyright infringement crimes avoid law enforcement and investigations through
methods such as having servers located abroad or disguising the IP of operating servers using cloud services,
etc., so countermeasures are needed. In this paper, we propose a method for generating signature information
that can be quickly checked whether the streaming video content is illegal or not. If the proposed method is
used, there is an advantage in that illegal sites that are serviced based on the cloud can be judged and blocked
more quickly.
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Fig. 1. Streaming video signature DB reation process

3. 2E2[9 SFH AOLA FE MM Hi
3.1 2ERE 7|8t JHAIEHZXO EHFES
LIRS QISH A LA AM AAR THR
Bow=Blq Aotele Fg$-= uke] B
A2E ~EZY AloES] W oRE sy
e o9 19 28 H4F Z7AAE AXG
S Aol gk A 2 ZeYs FEeTh
o] FAqAE HLS7|¥ H34 ~EgY 7
& ATHES QA 2 d4ade Zeds A
ettt AlIHES 349 Ty g st
AR Y A E A0 2 FEEE FA
S 93 dAR HAAEE S 93 |EZd
J F%, Ty theAbld, 5 544R A
¥ EAAE AYAPAGAES AT A2y
AR AAGANAE 4714 BRE FE3 T
AEe ARe A9 de] a4 R 2 A5AA
B, gato]l HASH AR, mgal 4o S44R

3t} o]2 913 AU DBE 33

3.2 AdUAN E2 dd

o]t A A
71 918k Flolth. ~EYY Ao Zeds §
371 flsiM = Fehe-s slojdl M Algshs
7lnko . FEFTh HLS 710 ~E2W 59
Y FE7WEe 71ES WA 7 2Eg
TR Zad FE ¥ A7k glew o
2v= HLS 7]wbap A= 7wk 59 Zed +

W afol & HojEh

AAY BN F1E Zee FF, =
cheAleld, e SN Y S

9 7z wom A, 19 39 2k
ATUA A4S 98 Bzt 5
dxbe] HASH 4, 2l 9aol

— 241 -

o



=]

SeIRC Jlu AERIY SYYO| BHRS

d o tots fs AJLAN g5 49 49

r

HLS 7[2F AS 2Ry SR 222l =8 Jla E 1. 9AZHE X oElHole HE
@, — __ [@ —~0 E Table 1. Video content Metadata Information
Mem e MREIEST S o : bR
[+ rm3uB) {*.ts.mpdd) e -
T 7 ASalY SEN TR £E Vi g g alMalslxlzl= iﬂ 7
‘OEEE:LO:]O:]H/\]%L
e —— ——— i R R B R I e !
. a2zl 52
Freflma] *5‘———.04?\:!‘_3]%1?5(}
ie
& EAARE FEIH AIYA FE
WA 2EYY gl 5YANE %5
e 7] A8 AP Aaste] S5 SR
O 2 HLS 7|4k 2 2 7|4k AER(Y £ E5ka A eS AT 54 R d
| =g F5 <Y _ o] 2 7aAA ¢ &£n= A7 V)
Fig. 2. HLS-based and capture—based Streaming _ . _ ‘ =
- F Zedel 23L& ol Zedt dA =Y
frame extraction methods
& E47INoR i BAdte] YNshe 544
B BE AS 71E ZdddlA Aejst Wt
F/=xa| P H Zele] s A rezddoez AAddn
vl WA dAlE FAE gz 339 SAAR
2 FAgse dgor 3¢ 544 2|7t
2] e SR A9 A, A Hn
2 A% 44N 1A AYL dol $E P
A7tk HASH 3t %8 MD5¢} SHA-1S ©]&
: = Bl = . > = = =
£ - stol 77} 2], 1945} Po] BLAT

1920%1080

24 =xmy by

PR .y T MD5 37793C5F1AADO1800B4067813A56A15D |
: 377 S ——

qome N e
a8 4 HASH %2
e Fig. 4. HASH Extraction
B . ;x - : syEE dx
= o e 3.3 AL X ZHMEZ 25t DBTS
2l = 2 11 A= =z
Fig. 3. HLS-based and capture-based Streaming H, AlZIYA H4AS 919 DB RDBMSS} 4
frame extraction methods & RESTful A4 el%S o] &3t

— 242 -



20224 128 =AZE

0“0-17#7(-[_\.5‘7}2 |

==X H182 H2=

Jauy = DB

=5

-
.
S
o1 [ o=
&= ® = o
—_— HEH HE || ool
e
it | —
— —7 =
o aoame @ L ]

Aojegy SuHw

a2l 5 AlaYX XME Y HZS DB *+=E
Fig. 5. Signature Verification DB Structure

RDBMSel = 7 g7 AlzuA 7]9k A=
ARE AAsta 248 RESTHul AAql=a 2} 7+ 7}
o] @A @FHA] 7 AIHE 9] Hash
#, A AR, wEEolE, AlE 79,
L ?%P%PU%, 7t AR she] Ao

o

chls MUK 52 3

14 267 457 5 EA
gl B F @J ﬁﬂ
SH EFIE3I= W  mgans P HESE —-. ==
nEay | A0 waEy | AN umay -':; EER] ]
I HEQll B gl H gl H
@_ @ S
= 54

J2 6. B A|OUA Bl A

Fig. 6. Step—by-step signature comparison search

[>
im
k)
&)
i
2
>
o
>
4
M
e}
=
N

O‘>:\1
lo Bk
>
é"\(
£
o o
o
T
oo R
o My
o L
::4,“—‘
zﬂri’ﬂog
éyiﬂlﬂ
x 5 Mo,
e oM
%leyﬁi‘i
als M o o o Mo o
oo M ox o =
me e 2 oo . orf > K

R T
oX,
oxl

o

4. Ml 4 A3
B oERAA A FHeE s 2E
W 594 EHTE daS fa e
YA ARE AFe7 959 & 29 2e A
HAe FE5t APk
T2 MY =
Table 2. Experiment Environment
Ay
CPU Intel Core 19 12900K
GPU NVIDIA Geforce RTX 4090
RAM 32GB
0S Winsodws 10

i
vl

3. Hlo[gf Al
Table 3. Data Set

o5 A
A& 10070
olm]#] Akl 10071
Ak Ay 10074
U] W 1007H
s g WY 10074
e Wl 1007H
b W 1007
s wg 10071
5] 72 1007}
A= Ke) [e]

_fﬂyt} u‘iﬁlg 1007}
=3 1,00071




A

AU 2

|.

=

o

S
[o0]
Eﬁ ML Exﬁ _Z‘.w E.“ <t S — [y o~ [Te) % [ Ye)
aur_w_ o 4r x e m Q| = w 3 Bl g | f g
5 i = — & ONUIEIP= N = I B T o S || & | o - e
i uﬂw ! M « o0 o
o ‘M = —
O_ L:_\_ A ! X J7|L E..# = o o o < o L
~ — <o JJ TR — — o o o 3 ¥ 5 3 X X S oo./w
%0 L i Bl X K| K3 S 2 3 S
= o U e S _E PSR RS8R 8 BB 5B & |
0. — = —
iy P 4w T o w g -
Wn = W — N @ 3 w0 £ Tlsla|lgly ] 18|35 |&] & &
D — ol = —
S o Gg yxRa¥ = g
S BT N _— =
s T oTaznd By <0 s-lglg|g|lg| g8|g|g|ls|g| g |8
iy MT wEw W N mﬁ mm 4 M T =T ER=N =T = S 2121212 | =S S
o \N_l T 0 =) BS ox e
_ _ — N T —
™ N ) = o- © — — -
m_.u Wi ¥ T il E ™ M 3 K30 8ran | S8 | 7 B | & |50 | & oﬂ@w_k
o Ay 2o ® G o B | S| K| | B | B | B || e | N =
" BRomore oM W o w | om ;
—_— o) — o W N
< Mo oF T wo | — TR IO
: : : < T
+ % e
n - F 3 oF W ] = b
% 1 S e =
® % u 3 [« 2 il
: Bl [E IS . 8
2 s < x Y I ¢ ksl
- s T g R
2 o A ~
- Hl © —_ 5] X
&T L w < Ko = T
v = =] U —_ j
K05 T X Gy e H
= N Z N b N Wﬁﬁ ™o H < <
: s I s g
am__? RE T oo B e« 78 e N
a -~ E & f=t E] pu Hani e K5 o
* B laSie} ™ B T oG J g T
o S Bl Hmp .ﬂ ne .
g .- e} { - O
g Mo = =~ o oy, , < 3 o
< 3 = s ow R Mo J i = B
i 5] G N W o WO Ty i LyrRiIy . = 1
~5 o= oo oA ul 3 o
= ; oA ™ X 'K = L H 7] =
;ﬁg B M ﬁﬁwrﬁ.ﬁj_m.ﬂﬂ @Jﬂ% | - ﬁ_
£ : )W T - A _ 8
it % 2 W W M < 0 N 1d|r - e a g i
| I | I o B

— 244 -



2022 128 StRAZE LAY E IS

==X H182 H2=

Alz2yA DBE T

Z3te Wors AAEATE o]gA gozH 7]
& FARRe] By ZHlZx 5 AJEE FAMS
of WA Fulzd tia ARAALE FopFE
ARA Al FAE dael A Blolu, AztE Al
U DB= 593 A4 glo] Fu AHrEl
Ao AES 2xam SE/HY B 5 Qs
Adstozn AzRda Axg 2Ale] AR
TES T AN AgE LS F Ude M
22 AHAE 75T F AW FF AFR &
EfY 9% W AaUA dzadgE A4
2 oolo] wWE AlIYUA Q14 B HAEEEs Tt

This research project supported by Ministry

of Culture, Sport and Tourism(MCST) and

Korea Creative Content agency(KOCCA) in
2022(R2022020109)

1

5

i
Mo

[1] S. W. Lee. (2020). “Content industry in the
era of COVID-19. NCONTENT, 15(05+06).
10-12. https://www.kocca.kr/n_content/voll
5_pop/file/magazinel5.pdf

[2] Korea Creative Content Agency. (2020).
Research on webtoon business. KOCCA.
20-24

[3] Korea Copyright Protection Agency. (2021).
(Comprehensive) 2021 Copyright Protection
Annual Report

[4] S. Yoon. (2019). What torrent do
20-year-olds think?. Copyright Protection
Reporters. https://m.blog.naver.com/kcopast
ory/221661228331

5] W. Jun & Y. D. Kim. A Study on the
Search and Seizure of User Information in
Cloud Computing Service. Law. 70(3),
155-189. DOIL 10.17007/klaj.2021.70.3.005

[6] Y. C. Choi & S. J. Kim. (2022). Analysis
of site relevance through illegal webtoon
site  information.  Journal of Digital
Forensics Society. 16(1). 76-87. DOI
10.22798/KDFS.2022.16.1.76

[71] DAVID G. LOWE. (2014). Distinctive
Image Features from Scale-Invariant
Keypoints. International Journal of
Computer Vision. 60. 91-110,
https://link.springer.com/content,/pdf/10.1023/
B:VISL.0000029664.99615.94.pdf.

[8] Herbert Bay & Tinne Tuytelaars & Luc
Van Gool. (2008). SURF: Speeded up
robust features. Computer Vision and
Image Understanding. 110(3) 346-359. DOI:
https://doi.org/10.1016/j.cviu.2007.09.014

9] Y. M. Jeon & H. G. Ji & M. S. Seo & M.
S. Pyo & Y. S. Bae. (2019). A Study on
the FAST, BRIEF, ORB Features of
Image in the field of Surface Defect
Inspection. Korea Computer Information
Society Winter Conference. (pp. 399-402).

[10] Shaharyar Ahmed & Khan Tareen &
Zahra Saleem. (2018). A Comparative
Analysis of SIFT, SURF, KAZE, AKAZE,
ORB, and BRISK. 2018 International
Conference on Computing, Mathematics
and Engineering Technologies.
https://ieeexplore. ieee.org/stamp/stamp.jsp?
arnumber=8346440

[11] Pablo F. Alcantarilla & Jesus Nuevo &
Adrien Bartoli. (2013). Fast explicit
diffusion for accelerated features in

— 245 —



et AJLAN 2 48 49

o

40

nonlinear scale spaces. In Proceedings of
British Machine Vision Conference, Bristol,
United  Kingdom. (pp. 13.1-13.11).
http://www.bmva.org/bmvc/2013/Papers/pa
per0013/paper0013.pdf

S IPN |

. A (In-Jae Yoo)

ol
sLe] Abo] ¥ o 4
3} HAb
2021.02 4t e 7 FE st AAL
D117 A (Fm]&E8 3 F4E 74
A B o> AAE R 9 o] 434 3}

2017.8

ZTE

o]

ol

2

8} 1

— _
O| M & (Jae—Chung Lee)

1996.02 A &3hst7] & thshi A A kst
s}
2012.0778 A (F)m|e=H = oAt

<FEAEoR> AT BE R ol §BA

O

i o 1o
g4 9 o

N
10k 10k ot

T %o

2
)
i
foi

21 M 2(Seok-Yoon Kim)

1980.2 Al djgtw A7|asy &4

1990.2 University of Texas at Austin
Dept. of ECE A A}
1993.8 University
Dept. of ECE HFA}
1982-1987 ETRI 91+
1993-1995 R E Z & (Austin, Tx)
T4

1995-& A : =2 ) g
<FHAEOF> Al &~
37)%

of Texas at Austin

Zlo

;| o

2 (Youngmo Kim)

20032 i et A5
2005.2 A ista 7 5F E{J—?ﬂu‘l]- PSP
2011.2 A e A5 E‘]J—?ﬂu‘l]- Bk}
2012-d A AU ug
<FRAER> ARP 1nE P ol &4

Bt £

_|

d

— 246 —



