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A Study on How to Build a Disaster Recovery System that
can Minimize Recovery Time Objective(RTO) and Recovery
Point Objective(RPO) to Ensure Business Continuity

Hyun-Sun Kang**
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Abstract

In the current business environment where dependence on IT has increased rapidly, the risk from
disasters or cyber—attacks is also increasing. Business continuity, the ability to continue to provide service
in the event of a business disruption caused by a disaster, is essential. In other words, you need to have
a plan in place to keep your core business functions uninterrupted with rapid recovery within a
predetermined Recovery Time Objective (RTO) and Recovery Point Objective (RPO) time frame. In this
paper, we propose a disaster recovery system construction method that can minimize RTO and RPO to
ensure business continuity. The system configuration adopts Tier 7 disaster recovery model, synchronous
storage replication, hot disaster recovery site, and operation management automation solution. This ensures
continuity of core business with virtually no data loss and minimal RTO and RPO.

F2II9E A ETA 2, A4, BFAIERRTO), 574351 (RPO), 453 AHETA 2

keywords : Disaster recovery system, Continuity, RTO, RPO, Automated disaster recovery system

* WA SO g al w k) sk AaedAb 2021.11.16. AAMSEE: 2021.12.11.
¥ WA A2 78 A (email: sshskang@nsu.ac.kr) Al A A 2021.12.20.


http://dx.doi.org/10.29056/jsav.2021.12.10

HIZLIA Q14 BAS 9lsh ST AIZ SE(RTO) Y 57 XIE SE(RPO) S A5/ 4 9l MBS TAAY 75 Wotol 7
1. M & 2. fEAEA

2 228 Hz2yx A ITE &8 1990t TH Ul 7iQle] U Ak
v =y 27t oS Akl s glol et 4r Arkgk W3t .%EH'S}‘R?\E} AYUS Fgk Azt
Al2gle] Fado] Az k. o9k o] IT AAUNE vlEste] ITE &83 A= H=Y
JELT 5A435] Eopxl dgelA A3, 55, 2 2 Rdo] #F9lglo] %%i‘iq. ol¢t A Al
5 A A Be 2 FuEa e 9% A A v 2Y A ARAS AlTetr] fgk Al
Aol Aoy &4 So= <l ARA| Ao U B A E(DRP,Disaster Recovery Plan)¥ B]=
3 9T sl Y= AAo|g 979 Absk Uz dA%A AF(BCPBusiness Continuity
oA EE&AoE At 1& A, 719 A Planning)e] =%} H Atk AsE+ A8 9 vj=
Aot} o|mA] &AL EE o wEtAE 7] Uz A5 Age o71A & Azt 2
Aol E9o] A2 = A7) Wizl AA A ] = W Blz2yx A BAsH] 919 Aot
i AEASl FH7E Bastt 74 AlsiERH A AL Aot A7 Al2g el
A IR |2 20 Fo]l e St WA AL Al AIZE Ul e A vjEY A 2
A AFolu A 2E AlE ATE F e Y 2M2E EEtEE AAE Aol vt A
Ql Hl=Y A AE5HS w7kek 719 g A g5 Aglsted 29 BE dAE X,
= 5L ok 449 e Hzys A8 FE GRA2E Qlxdte] ASXAS 93 T=
S A= v =Y~ 9J3FEA (BIA, Business o 248 7 vjE2Ys A5 AlE
Impact Analysis) % 9138341 (RA, Risk < A7 A T T flo] HERYAE
Analysis)& &3l A4 Au|x Fodo] wWE BT A&sted 293 &5s wett) doly 2 IT
AIZFERRTO)SH HE7A4EZ(RPO)E AT Al el Bdelnt H et Al ET AR 3
o o]E 7IWte® Aulx Fok A Al RTOS WA B Ao 24& Fa vH3-6]. 2000
RPO AlIZF el Al&ek B2 4] nj=y 2 7] d) o] Fol= 71Sdo] 7] el AE A H]
Te AFHCE A" F e AYS ASok 22U~ 7sS AgHE FEoE AL F %
shoH1][2], ¥ =EdAE v2Y s A5 2 = A A 9 Aaks FYste] o] sk
< $I8 RTOSF RPOE FHAsld 4 e AlS 242 44 B2 (BCM, Business Continuity
B Alzd G2 dkebS AlA| S WA 27 Management)7} =945tk H|=2Y A A4A &
Ae #HEATE H2Y s A5G Alge] S3s gl A 98 AEa E45 Fated Asit
A5k, 34dAE RTO9 RPOE w=d 4= e A g ow digste] Aajxl ARk
A= A ETAI 2T 5 oS Ak, 4% el H2U~E AFeth HT v2uUs db
o] 5= RTO ¥ RPOE FHAslelr] f1gt Ajsl & A EXW] gk 2ol mope] wef =i~
TFA2ES AR AL 7)ed g Hr} &2 A Al 28" (BCMS, Business Continuity
2 B9 Y3t} nfA o g 5 A ARS Management)% T3k FAHelg H2Y 2~ o
P=tt &4 HA S 2y s ZRaA s g Qlx
& WBoshy] 93 AA A4 5o AEs £3

b #E ZYdYas Aed) vxys o



20214 128 St=AZEQ o AFEIIsE =24 M172 H2Z

A A7t A &AQ A E A Bt sES Uebdth RTOS RPOE H|2U A 859 ¢
FAI717] M v2Y s ASA B 44 ol wpe} AQH ], B AF g2 SA
9 A8 st B g Ar])EHC o] B RTOE As7F Add & 4] vj=yxe] 75

y

st 718 = Aisted A
doly H+- Al7bs 2 =
Uz T A 38 7hsd vlolE &4 ¢
7Ieo 2 AARAY. HAd & STH7IIHMTPD,
Maximum Tolerable Period of Disruption)& A

s Ol s A= . -
R AN 2w e Aze AN B 5 9E A9 27

Ao R o Z ] o]
¥t RPOE H)

2ed

N
o of n

e

=
N

HIEHe GRES K e o g AR A0 FU 4 A0E ol
MR TS Al RTOS RPO 68 2 oy meba 91y vz 20 a44e 04
Aok ol oA AW R AEHAE ) g assazwe $5 4 RTO %
Apls S A RTO% RPO A23k2 W= b 40 5 wors pasobaiu.
2 ASYe uAY 5 dE AR~
F5 ke AA g
... 3 s
3.1 HIZUA Fsresm 982 2 N
Mz GFRAS JPRYL vz o e [
&4 A% £h9 A WA el Al
= w Ak A 4 W= Sk nhE R
A FFe B} Brheke AAHQ L= B I
Aotk Ao v=ys GFRAE oY
B AR 2AR FHY ARE grbsta a8
%rog Ao Az} }EI’_—;}; %_o E}ookz:;; —}‘i—;/‘ﬂi; - aE .1'. _RTO’ RPO, MTPD &2l [8]
ig. 1. Definiton of RTO, RPO and MTPD [8]
AL o] FHPL ML FHOR AP &
A W82 4@l RTOS RPOS] 12 37
FAEAE BESe NS A%y AP W 32 AHY Yo B7 Y M
A adelt f@RAe Aut JuAzg § 19929 SHARBIBM #12as) A% A8
o mE Al dal s EE Al FAR A 1F)71EeGAATNA AR ANET 7
2o Y AP HEsn AES YAsel  AF LA 20129 BMoIA Rk ARH ]
Aol WA RAH GFL Fol7] AR B} §O2 JulolE sfo] ANET 8AF RAL Al
Ag pnat AR Yk wANA W A ARETALY TF A F AR 5
=z Qe Adk ARE B NzUs 4L 4R olastel M=Us 54 ned
BT SMEAE Adsed A8E S gt AA AdET mY Age s Fas o
(91101 & 12 Asl % wlgAteZE EAdeh AL 5 & 18 IBMe] AsET 8715 Edlel] whe}
ARE WEU2AE AEAAS AKEES RTOSH RPO $H1E tEhaiiol



HIXLA G124 B2 98t 27 A7 SE(RTO) X 27 NE SH(RPO)S H45He 4 1= A STAAR 75 wot ot 7

E 1. IBVe| MHET gHS = [10] Aol AR HHoR ALE T4 &8 TR
Table 1. IBM as an eight tier model [10] a#e] &3}l Tier 69 AET H2ML
. Classlflcatl(?n RPO RTO A —/F%Q.E, glo|g &alo] Ael ¢glom do]
Tier 0| No off-site data X X
. BH E2AXAS S z]s) o A ﬁ.ﬂ:zﬂ.
Tier 1 Data b;ckugwmh S UM S A8H 1 FAAdS FAs (s ] SESES =
no _Hot site 2L Q3= Rdolty mAYo w2 Tier 7
Tier 2 Data backup with 16 - 24H S UM ) .

e Hot Site Tier 62 Ae|ET &FA AF3td H|=YX
Tier 3 Electl."oru? Va.ultmg 8 - 16H |12 - 24H B3 2240 :J]_:t-é 6‘]-11] E.T;]' mo Zzo] fo
Tier 4| ToIUItme 1, ey |6 - 121 =

copies Heo 724 ®AZ s A&sta bgHos
Tier 5| ~ Lransaction 8H 4 - 8H A" g & Eil%‘ o] 7hssttt

integrity
Tier 6 Zero or little data 10min - 1 - 6H [101112].

loss few hours
Highly automated Seconds - ) )

Tier 7| business-integrated 10min < 2H 3.3 EAO Malls5+ &FMH MH

souten 94 mzyze) A%4E wHs) Asiie

RTO % RPO #& =0l7] 918 HA <] Asj=
Tier 02 A+ Alglo] flomz Rzt T &2Ho] Fest) 1Y 2= AR &2

= =T
= ASE T Ela vl=Us 50l WS 4o me jTO 0 RPO, FEUIE ko) WS
Tier % QE/\]'O]E(Off*Site) /\V;‘éoﬂ tﬂolEi ‘ﬂ] UFE]—‘;H_D} inr% ZHEH%:FLA]-/:@ :rL__%_ H]%%

AE oHHS A B2 AR diojE YT Al UEM I YZ& RTO 2 RPO < e
P o]
s H

Foto] doly o] wAE 4= 9t} Tier 2

skAfo ]E(Hot site) 2 £3F dlo]y wWgje A7) ?““"“"‘””""“’

Hoz AYse, doje 2AS AF 2LAbol \

E(Off-site) A4 Azelrt pEH) ek B | ¢

TARE E5T S glen, @ Azl 2 9 :

wge) edd delHe oAl A4l ik o

Tier 3 Tier 29 A4 ¥ Ql=els 85} S,

A% WS dolHE AAHOR s ] G —_—

Tier 28t} doJE{7} Hlolmz As) oA & 3% 2. RTO 2 RPO, 7-&H|8 7+o| A

dolg AT &40 A Tier 4+ y&== Fig. 2. RTO, RPO and implementation cost

N EFAS gl ol BAls) 9

of glojxz wigint ¢ @ RER HAME A4 g 2004 diolEAE e o] W< (on

o] golstt. dlolE|e] whE H7F JbeepARt  site tape Backup) ﬂa Yo #7180 o]

2 AR ol &AL o[ BAE gl B2 et Wi oz golgo] uldk 7149

th Tier 5= WY 2 HF A dolg 724 A2 v)gol 1%?’3 Elaa i b e o B
o8 £ s A s 53 g

tap

(Data integrity)©] & 7%H, d#AAdo] Q5
Zdo|t}, dlolg &) A WASHA] %o



2021 122 et=AZEOZZE7Iee =24 M172 M2z

(off-site data replication cold site)= 7]¥-% <
Z AY Wz AN e e R AL 7
= &1t HelHE HAsts WMo As)
A Al BAehed AEEh Alte] A8 HY s
ow AgaE & AlEe] ol 24
(co-located replication data hot site)= &2
2 AR Al T8 doly My e &
A& AAIoR Fgtow Ao JaFor 7}t
T R A AR HelH EAs HastE

Atk dlolEH A" H|F7] A (asynchronous
replicated data centers)®= YA Bod 4A
o wel doly HAE st RTOw 5714 &
Ao Bl Ak dlelgAlE e s HA
(Synchronous replicated data centers)= A A7+
dlele] HAl= RTOZF &7 wiiel s 24
Al wfg- bR o R AsET & ¢ Qrk v
Ao R A &Aoo BEAE dof stRw
o] Bol] £t 714 2EZA doly HA W
22 o ~2EgA 4 ddo]ER dolErt 944
Ao ~EgA|d ghds] A F ZRAATL
SE T o] HA WAL oy HAE 9T
HES A teF 7HA S HEY]A SAIH7] A
Zrol T3] witol FE WA AwlET &
Aol ARgghth. HE7]4 ~EeA] HolH

B3
EOborEo:

kil
¥ ElolER %E‘XE Agets 854 BA e
2, UEND Ad 45 2AZ A volH &
871 el A Al E 5

1 ERE B ES e
A& S B3] %f& RTO % RPO #x4:3}
/\10 57]/\1 AE

dlole] &) AS argfsjorgiti12].

]
fr
> g
o
et
)
)

3.4 ZHO| M= AOIE R
A ET ALlE F32 wE Aol E(Mirror
Site), & Alo]E(Hot Site), ¥ Alo]E(Warm
Site), 2= Abo]E(Cold Site)Z F&c} 84
HlzU 2z AEA BAS feiA s Als]ET- Abe]
BE& Ags] Fefste] RTO H%
RPO 87" Atgol gt A4 A+ AlolE
TFol FQdt} wg| AlolEs Hj=2U 2~ 3F
I A FYF dHow dolErt Fr)5H
RPO&= 7H 0ol 7Mgar, RTO
29t} 8 AlolE

of
ol
N
=)
Sl
é

Al 7 tﬂo]ﬂ Hxﬂﬁ A 50 tﬂ-xg Al ;(HOHE:[L/\]
Yoz Agksle] Bpsim, RTOE o 447
ps

g 74 o}v# Aol AE A
A A AT Aol BE 22
RES A vhag Ans 3 dold A
RN AABT AL AR BT
99l A, A2 A4, B3 4 H 5L
AHoE W GAUT £ ARLTE 9
Azgel Q) 2 Aol whE bE

o

O{N o -1)4



HIZU A 144 B 96t 27 A SE(RTO) % 27 N SERPO)E HA%HE 4 A= sk TAIAY 75 Worel7
A Az 23 HE Wx 9 5F, 3 oARE A H=Uze] A& BAS 98 FEE
& Sote] 78 43 mUHIAS AsET 24 A Al =" €] RTO-2 4A1%F o], RPO ]
W ARE FRErh B71AA A ET B & olf] &40l A gl AL HxE il £
o A H+ dAAE HFsty FAHE A AlzElla A EAEA 28 Linux A1H, Oracle
ghgto 2 Ay Al RTORS E9oz 3§ dlolg o], &3 ~EAR HoHE &3t
A zys A&ASs w4 di14][15] = A8#9 3 Tier o718 F-xo|H, 9GA|
283} A Al ~de] FahEak B b A9l
Auj2 Ak 98 GSLB(Global Server Load
4. Ml|=EF1AAH M Bl 2A Balancing)®} WEB/WAS AW = Active-Active
2 Ak dolE e A4S fAs] 9
olHl FoAE RTO ¥ RPOE FHaslsl7] ¢ st 714 ~EYA EANA AL3) A& g
3t A ETA 28-S PSR AE ]wel o) +9 Y Ass EFAE =Yt
3 Hrp 9 B g
42 HEJ|l=s =4 L Bt
4.1 T STAAEH ol oAz A ETA LT FAdA A&
A g Al 2Ee EPAI~He] HEY2~ dA ¥ 7l iEiA FrE B BAe £ 2& 9
T WA 9 ovEYs 9Fgs BABIA)S Sl Al vzy2zs A& BAS $1gk RTO 3 RPO
s AAstsinh 19 32 29 =H A Hase 5 AdE A48 7lzd U #4942 F
BPAlzge] 98 et 7FHe YERdITh B2y ¥R 9 9 B4
HlZ=U 2~ o] gigh A4 4 3 9S4
5 7bete LA 2AE RTO9 RTO| wa B $
KT o Aedlsh Asgel 45 ARy 2 TS
G wagel AEHon ANETALY 75 g
“‘j [asts | & ARG AfEFAEE FES A E
BrH9let o] MaE ook gt A
WEB ervr E“E Ewmm o] W wzYs Fikd g 8 7bed
oW RTOSH RPO< arefste] A3 HFE53T
e E*"E E WAS server (RLO,Recovery Level Objective)S A3t} A
Al ~Ele A Ao 22kl AfH] 2o
=z (- H-- Fgoiro] we o9 AL AR & A
é é dutg oz As) AL thulstel AmE LA
Pl e i 2gle] oF 50-70% &%, ~EgA &5 do
——— Disaster Recovery system BEAE A3 54 §Foz A5 A2H
02 3, SUA|AET} K ETA|AB O] LA S 75Utk WEB/WASE 93A12=83 A
Fig. 3. Operating system and Disaster recovery BIAAES A Eaukale] Active-Active®
system TS A &G AzRle) st wake] v}



20213 128 SH=EAZE AT H IS

==X H178 ®M2%

Soteh ik A EpA 2uS el E 543 GSLB ¥ Load BalancersS 7Agto. 24 Au|
AR HzE 240w sl HAE W A RUHYS W 29 Awe Rah R A
T8&ow LEotd FAFES =R F AUtk a 2 Al Ao R A& gkl
A ET 2AE Tier 7 % 714 2EA 5 Jhsdith H49] RPO % RTO H#2 A5
AA, Hot Sited] ASNET Aol Agom  PEHA ANBTALLE AGAZr] Ak
HolE&Edo] Al §la AsE edaels A =2y @79 Mt wE Bt g ddA
e3te EFACR AET wddde] 23} QL ool At webd Wstel= IT g0l
% AESE RTO % RPOS A&s30ox a4 digshs AT $ust 270 e £99¢
H)=U 2] A54S AT, of g wUE o] Wesith e su)
TG L] AaETE AR 7 248 B
2 H8 7o st 24 & gt Z ol AsEaed, HasEs 2 5 A4
Table 2. Disaster recovery |application technology o fE ZBA 2AEsE RTOS wEdt &
evaluation
= A ETed Asst EFA0] asi,
T & w4 Y 97
)z Feel mE A o
UESSP I
JFRABIA) |-FL PP ZeAs 45N 5 A=
E A = E
AHEARA) | -Al=E dEdd B S50
A ET A 2 o A HzUA dEAe 7k a8 2 AR e
RTO ,RPO -MB|2 T F87bs BTEE _ .
wg wy | oam ola) AMuz Frro] Ze| Aol AFEot
AT g | 2B 3 Tier ob7] =4 MU =5 A& Algd & de v9s T
T w28 9 83y A1 ol A
T I WzUse] A5AS waes] gaAE b W
A ET AL Tier 7 A7 A nlzys 9 B4 2 99 E24ES S
AART ww j}}"%j_f‘ Oj*ja A RTOSH RPO 44 & § Asirrsd 75
RE &5
@ RPOE= 10 ol 0d& AAgsep @t vl Aslel RTOSE RPO
HTO% 217 o AZE el 2153 BRgoss, A4 =y s
A ET EFA | -E71H 2EYA =4 . L
A7 “AA7F dolE 2 o] &S HASHA Al 2 =FdA s H=
~3k ALo] E(Hot Site) 2 A%4 BAS 93 RTOS RPOS #H 43}
o - AE o TN 9} 2+ 3 22 o] AFE A® LZ= ylols
B = X Al =1s A A,
A}Zﬂiﬁ;ﬂ “WEB/WAS Active-Active -4 - U ﬁ;_L =4 oeee I
- ~Data Base 2417+ 54 TS A Al AFA Atelw 54

-DB Server t7] 4

~HAFRY, AAET AR E
Fooh A5

AR | -gGA 2w AARTA 2 T
el Ags | 4w
#7149 me| FHoR EAY

stel 2 et

A3 &4 2~ "l Health check
GSLB | —ednzdlel 24
-214:8 A A =8 A S

2021 d = g &L sk ]

A]

ol ojef ATHNE




HIZLA K& 28 Bt ST AL SHE(RTO) X =7 XY SH(RPO) & F| 4518 4+ A= M SFAILE 75 HotA T

(1]

Nijaz  Bajgoric, “Business  continuity
management: asystemic framework for
implementation”, Kybernetes, Vol. 43 No.
2, pp.156-177, Feb. 2014. https://doi.org/
10.1108/K-11-2013-0252

[2] Paul Kirvan, Sonia Lelii, “Data center
disaster recovery plan template and
guide”, TechTarge, Nov. 2017. https://

(3]

(4]

(5]

[6]

(7]

searchdisasterrecovery.techtarget.com/Data-
center—disaster-recovery—plan—-template—an
d-guide

Vyshnavi Jorrigala, “Business Continuity
and Disaster Recovery Plan for
Information Security”, Submitted to the
Graduate Faculty of Saint Cloud State
University, Graduate dissertation. Saint
Cloud State University, Saint Cloud, Dec.
2017. https://repository.stcloudstate.edu/cgi/
viewcontent.cgi?article=1068&context=msia_
etds

Hyun-Sun Kang, “A study in Information
System and Disaster Recovery System for
Business Continuity”, Journal of Security

Engineering, 15(5), 319-332, Oct. 2018.
DOL 10.14257/js€.2018.10.04
TTA  (Telecommunications Technology

Association), “A Guide to the Contingency
and Disaster Recovery Plan for Public
Information Systems”, Bundang: TTA,
Dec. 2013. http://www.tta.or.kr/data/ttas_
view.jsp?rn=1&pk_num=TTAK.KO-12.0009/
R1&nowSu=1

Yasin  AKILLI, Ali Giines, “Disaster
Recovery Planning for Data Centers and
IT Services”, International Advanced
Research Journal in Science, Engineering
and Technology (IARJSET), 3(6), 145-149,

June 2016. DOI: 10.17148/TARJSET.2016.
3627.145

ISO/TC 292 Security and resilience,
“Security and resilience-Business
continuity management systems—

Requirements”, Geneva: International
Organization for Standardization, Oct. 2019.
https://www.iso.org/standard/75106.html

[8] ISO/TC 292 Security and resilience,
“Societal ~ Security-Business  Continuity

Management Systems—Requirements”,
Geneva: International —Organization for
Standardization, May  2012.  https://
www.iso.org/standard/50038 html

[9] ISO/TC 262 Risk management, “Risk
management-Guidelines”, Geneva:
International Organization for
Standardization,  Feb.  2018.  https://
www.iso.org/standard/65694.html

[10] Ellis Holman, “A Business Continuity
Solution = Selection Methodology”, IBM
Corporation, ~ March  2012. https://

share.confex.com/Handout/ Session10387

[11] Marek Zdrojewski, “Business continuity/
disaster recovery”’, default reasoning, Dec.
2013. https://defaultreasoning.com/2013/12/
10/rpo-rto-wrt-mtdwth/

[12] Charlotte Brooks et al, “IBM System
Storage  Business  Continuity: Part
1Planning Guide”, IBM Corporation, Mar.
2007. https://www.redbooks.ibm.com/
redbooks/pdfs/sg246547.pdf

[13] Chongsoo Cheung, Woonggyu Choi, “A
Study on the Framework of Quick-Hit for
BIA and RA in BCMS”, J. Korean Soc.
Hazard Mitig 2019, 19(4), 81-87, Aug.
2019. DOL https://doi.org/10.9798/
KOSHAM.2019.19.4.81

[14] Young-Hee  Jeong, Jung-Hoon Lee,
FEun-Young Kim, “A Study on the Critical
Success Factors and Practical Method of
Information System Disaster Recovery:
Assuring Business Continuity of
Information System Interface Specification
Modeling”, Journal of the Korea society of
IT services, 10(4), 83-101, Dec. 2011. DOIL
10.9716/KITS.2011.10.4.083

[15] Honglin Han, Lin Li, Dehai Zhul,
“Research and Implementation on Remote



2021 128 Sh=AZEQOAZEt

Gt

| ==X H17d "2z

Disaster Recovery System”, International
Conference on Computer Science and
Service System, Aug. 2012, Nanjing,
China. DOL 10.1109/CSSS.2012.223

PSIPN ]|

2+ M (Hyun—-Sun Kang)

2002.2 o stal A ApA L £
2004.2 @ etnl AR A AT} A AL
2007.2 w=rthetal A A} A abeka) WAl
2010.9-& A : A &dista

<F A EOE> AR Bt FH A AH

|



