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Abstract

In the end-user domain of an IoT environment, there are more and more intelligent M2M devices that
provide resources to create and share application services. Therefore, it can be very useful to manage
trust by transferring the role of the existing centralized service provider to end users in a P2P
environment. However, in a decentralized M2M computing environment where end users independently
provide or consume services, mutual trust building is the most important factor. This is because malicious
users trying to build malfunctioning services can cause security problems in M2M computing
environments such as IoT. In this paper, we provide an integrated analysis and approach for trust
evaluation of MZ2M application services, and an optimized trust evaluation model that can guarantee
reliability among users of the M2M community.
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i ne ratingofsink |
1 seen
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2 inferredRating
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Table 1. The result of evaluation

Trust level
Attribute weight

S1 | S2 | S3 | S4|S5

Even 0.6710.65|0.72 ] 0.76 | 0.81

AC=04,

RT-T=A=02 | 96

0791 0.7 |0.62 | 0.8

RT=0.4,

AC=T=A-02 |078

0.69 | 0.73 | 0.65 | 0.78

AC: Accuracy, RT: Response Time,
T: Throughput, A: Availability
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