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Detection of Source Code Security Vulnerabilities Using
code2vec Model
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Abstract

Traditional methods of detecting security vulnerabilities in source-code require a lot of time and effort.
If there is good data, the issue could be solved by using the data with machine learning. Thus, this paper
proposes a source—code vulnerability detection method based on machine learning. Our method employs
the codeZ2vec model that has been used to propose the names of methods, and uses as a data set, Juliet
Test Suite that is a collection of common security vulnerabilities. The evaluation shows that our method
has high precision of 97.3% and recall rates of 98.6%. And the result of detecting vulnerabilities in open
source project shows hopeful potential. In addition, it is expected that further progress can be made
through studies covering with vulnerabilities and languages not addressed here.
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Fig 1. Strategy to Detect Vulnerabilities
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32 | public JsonObject getInfo(String userid,
String userPass) {

37 sql = "select * from users
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39 ResultSet rs = stmt.executeQuery(sql);

70|}
71

72 | public JsonObject getInfoProtection(String userld,
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78 sl = Yselect * from users

where user_id = ? and user_pass = ?2;";
79 pstmt = conn.prepareStatement(sqgl);
80 pstmt.setString{l, userId.trim(});
81 pstmt. setString (2, userPass.trim());
82 ResultSet rs = pstmt.executeQuery(};

112 |}
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