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Abstract

Microsoft’s Windows system is widely used as an operating system for the desktops and enterprise
servers of companies or organizations, and is a major target of cyber attacks. Microsoft provides various
protection technologies and strives for defending the attacks through periodic security patches, however
the threats such as DLL injection and process injection still exist. In this paper, we analyze 12 types of
injection techniques in Microsoft Windows, and perform injection attack experiments on four application
programs. Through the results of the experiments, we identify the risk of injection techniques, and verify
the effectiveness of the mitigation technology for defending injection attacks provided by Microsoft. As a
result of the experiments, we have found that the current applications are vulnerable to several injection
techniques. Finally, we have presented the mitigation techniques for these injection attacks and analyzed
their effectiveness.
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# 1. Pinjectra®l 127tX] Z2M A Q1™ M J|H3} Zt 7|Hof| ALZE APl S5
Table 1. Twelve process injection techniques of Pinjectra and List of APIs used in each technique

Demo 1D Name APIs

SetWindowsHookEx, VirtualAllocEx,
GetProcAddress

1 ‘Windowshook Demo

OpenProcess, WriteProcessMemory,
CreateRemoteThread/OpenThread,
QueueUserAPC/
ntdll!NtQueueApcThread

2 CreateRemoteThread + DLL Load

OpenProcess, CreateFileMapping,
MapViewOfFile,
ntdll'NtMapViewOfSection,
CreateRemoteThread

3 CreateRemoteThread + Code Injection Demo

OpenProcess, WriteProcessMemory,
4 Thread Execution Hijacking and Variant #1 OpenThread, SuspendThread,
ResumeThread, SetThreadContext

OpenThread, GlobalAtomAdd,

5 QueueUserAPC + AtomBombing QueueUserAPC/
ntdll!'NtQueueApcThread
OpenProcess, WriteProcessMemory,
6 Ctrl Inject ntdll'RtIEncodeRemotePointer,

SendInput, PostMessage

OpenProcess, WriteProcessMemory,
7 ALPC VirtualQueryEx, NtDuplicateObject,
NtConnectPort, ReadProcessMemory

OpenProcess, WriteProcessMemory,
8 Propagate FindWindows/OpenWindows, GetProp,
SetProp, ReadProcessMemory

OpenThread, GetThreadContext,
9 StackBomber SetThreadContext,
ntdll!NtQueueApcThread

OpenProcess, WriteProcessMemory,
FindWindows/OpenWindows,
SetWindowLong/
SetWindowLongPtr

10 SetWindowLongPtrA

OpenThread, GetThreadContext,
11 SIR + GhostWriting SetThreadContext, SuspendThread,
ResumeThread

OpenProcess, CreateFileMapping,
MapViewOfFile,
ntdll!NtMapViewOfSection,
ntdll!NtUnmapViewOfSection,
ntdll!NtSuspendProcess,
ntdll'ResumeProcess,
FlushInstructionCache,
ReadProcessMemory

12 Unmap Map
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