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Similarity Detection in Object Codes
and Design of Its Tool

Jang-Hee Yoox

(e ok
o =

A5 Z2aYe ¥4 T BAo U fFAE HES Fdo AHeE Z2agd oo, 24 i 2=
o] FFol wet Zbv] v 24 Uy =9 geEit A2 & %7}6}:1 de IH%F% A" BA =
Zof U AR AL dA ZE9h v oS BxE 3y 9 uko Ve g 43e Ade o
shal gtk B dFoiE B4 2EE gidoR o oilEe wu Ag3 2o AFs PyS o]83h,
x4 mzo] ojAlbe] M-S 5o ofAlEE o] oA 4 w9 FAE 14 Wl ko] AT
o}, agx, ojiEEe] o fAIE HWE 98 ZEo FEEAMS B WHol € ovirs ok
S AAEI, o8 LR FAIEE AET & Qe T Ao Bl 7|&sdn

Abstract

The similarity detection to plagiarism or duplication of computer programs requires a different type of
analysis methods and tools according to the programming language used in the implementation and the
sort of code to be analyzed. In recent years, the similarity appraisal for the object code in the embedded
system, which requires a considerable resource along with a more complicated procedure and advanced
skill compared to the source code, is increasing. In this study, we described a method for analyzing the
similarity of functional units in the assembly language through the conversion of object code using the
reverse engineering approach, such as the reverse assembly technique to the object code. The instruction
and operand table for comparing the similarity is generated by using the syntax analysis of the code in
assembly language, and a tool for detecting the similarity is designed.
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Fig. 1. Similarity Analysis in Object Codes

o
h
H
o
X
=)

|

=8 3

2.
Aol =l AFAYRS 54 s o



2020 128 et=AZEL O Z4gE7tele] ==X M6z HM2=

T 54 3= gt 9 oHAEY =T7E e 9 oAlEe EE o835t ojAlEol®
ol-g3to] AJH oAl Eeo] FEe I olFE ThAl Bigkel 4= olth a”dA #5 £59 =
o o Sy Fa UAR BAET oF F& SR $3% 2E9 s nEsl ggns o
HAZ FAE 79 o]FEL o= d%9] AEgo]l =5 YeiT 2o Be A
Al =7} gRETA olet dl-gy = Al T o] o] A& o] push, mov, sub, lea, rep, call
o] o]FEE FET T AUtk o|= Visual C/C++ 5 AgA ol HlwA et WEHEY esi,
59 AF delzx BRuvtohd fuY] REE A} 0, eax, [msg] 59 eHA=EE TAHT
3t AE 54 o gigk ojAlEg o] ¢
AL o] AA o]BL §A3T 9= EA '(";:’::"""":’::ié?’f';‘é‘ﬁi?i’ﬁ'i&‘?’éﬂé’i&i?"‘“‘

g olgetd sbsett & AR 94 2= s e .
dgjz 2ol gy 2 zZtztow Hulds) ) —
sub esp, 120h — 81 EC 20 01 00 00 e \\
of gz RToA FA& AR FAY g ot e . ~
push edi k—— 67 L —
o]%i]_ EH%_Q_“—__: /\E]}ﬂ O]%% q]}]@ EEE 71:_1] ':: ::;:::p—izm] %32:::::?4 ssi.msczomunnn
mov  eax, 0CCCCCCCCh B8 CC CC CC CC .
] = =] = o0 stos dword ptr fedi] |——{Fa A8 | .
‘LL]-?—;J% oi@:]%aﬂﬂ]/\i _Z"Xj' O]-l‘:_‘: Hg—%% O]%o}- [mov_esi, esp %): 8 F4 }\SBFA‘WasMISO[rmsFaaaum
R R e .. —
call dword ptr [42B3F8h] g—— FF 15 F8 B3 42 00 — .

= - - omp esi, esp k———{ 3B F4 e | e
HEE 5500 &8 o 2A ol5s & . —— L LLE :
obdl 2= 9lA @TH11]. oo Wikt ez | 75 4 | remu e axs ua

if(IRegisterClass(&wndclass))
{ %
2.2 49 mAel ojdSe0] I= 49 a8l 2 PE HlAE Mo MM [14]

Fig. 2. Generation of PE Text Section [14]

= 9 oAEY 7ol mE ojAlEe]e] e webA, ol Eeo] e gk =e]E 58
Aot =g AlA"dA A5 ARG = = o HEF B mo olgle 4 9o ;e
TEE le]ARAZE Visual StudioollA A& 2aA Pz 9 SAEE= vud 44 A% 5
%= DumpBin# SmidgenSoftel Al A& 5= ot} = zhzbe] BA e o ojAlEy &
PEBrowse Professional Interactive[12] #h= = =2 Absad 2g 2049 e HEolel oxul
T7F o IDA Prol13]7F 7H8 83 =72 cem paE ojliele] mEw wadn o
wol AgH I gk Wind2 ZaAI29] A9 7h zug §abm dEo] b oo mEg]
FFa S WellM Hapdey of A= ol7t & T Ao} 2o AR Aol Thsstl "
FHoRE AAste B A=e "HAE AAY
HEE text” Aol EAECH14L

a9 2% AFEH ZEado] 9] == P 3. O{=El0 ZE0M JRAIE HE
A R el ojste] Al = Mo HFH
o= A8 22 13(PE: Portable Executable) A o oJAllEY E=e o8] AEE ojAlEEol
Aol AZEA s= S ds] =AIE A (assembly language) S1=9] AL Hlali= 7]
o dutHow BAE MM A= 54 A OR g welo vt Ageith 2y fAb



=4 oM /AR 4E3 O =79 £

= RS % F 35 AE 7o) vlad it
e e A BF o Aol wEbA,
A TEe}l v AGE] e ool o]AlEg
of Z=o gt I @9 HuE fEAE ol&
Ae =] A w3 destA du

3.1 9 OHZE0 ZEO RAE

EEREREESLIEUICIEE
ol IDAN3IE o] 83ko] A of
o doltt. AN B 5 g%
go} mu Fash pAY RE

o
=

FRTE AL A 2 4 A wed w9

=

ol

i 9l

Zo] 7hsott. ey, FHYeR AA Z=
A e 3 AR Hlale B2 ofE
=g adth o) 9 ojAEold st
ARE FEE O o] s gon, dwko
= A el 1A

text: 10001550, —SUBROUTINE —  text:10004F00; ——SUBROUTINE ——
text:10001550- text:10004F00

1ext:10001550 Aext:10004F00

text:10001550 sub_10001550 proc near 1ext:10004F00 sub_10004F00 proc near

. DATA XREF: .data:off_10018C800 . DATA XREF: .rdata:off_1000F9300
text:10001550 text:10004F00

text: 10001550 arg_0 =dword ptr 4 text:10004F00 arg_0 = dword ptr 4
text:10001550 arg_4 =dword ptr 8 text:10004F00 arg_4 = dword ptr 8
text:10001550 arg_8 =dword ptr OCh text:10004F00 arg_8 = dword ptr OCh
text:10001550 text:10004F00

text: 10001550 mov  eax, [esp+arg_8] text:10004F00 mov  eax, [esp+arg_8]
text:10001554 mov  ecx, [esp+arg_4] text:10004F 04 mov  ecx, [esp+arg_4]
1ext:10001558  push eax 1ext:10004F08 push eax

text: 10001558 mov  eax, [esp+d+arg_0] text:10004F09 mov  eax, [esp+d+arg_0]
1ext:1000165D  xer  edx, edx text:10004F0D xor  edx, edx
Aext:1000155F  push  ecx Aext:10004F0F push ecx

text:10001560 mov  dx, [eax+10h] text:10004F10 mov  dx, [eax+0Eh]
text:10001564 add eax, 12h text:10004F 14 add  eax, 10h
text:10001567 push  edx text:10004F17 push edx

text: 10001568 push eax text:10004F 18 push eax

text: 10001569  call sub_10002070
text:1000156E add  esp. 10h
text: 10001571 retn

text: 10001571 sub_10001550 endp

text:10004F19 call  sub_10001AFO
text:10004F1E add  esp. 10h
text:10004F21 retn

text:10004F21 sub_10004F00 endp
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Fig. 3. Assembly Language for Similar Functions
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