20194 68 Sr=AZEAZEIIES ==X M153 M1z

=& 2019-1-2  http://dx.doi.org/10.29056/jsav.2019.06.02

Distribution of Mobile Apps Considering Cross-Platform
Development Frameworks in Android Environment

Gyoosik Kim#, Soyeon Jeon#*, Seong—je Chox¥

(@] ok
I =

2utd g AdaE azs FRE Y ZddYas et AR te Zud FREE TEHE
PES shte] AR AT F Yrk FARE B A2~ FYE ANY ZYANAE AESte] A
H ot = oy Eutd FAFE Aol vz £ £ ok B =EelAE AndroZoo AFJERRE £
J degol= JE5 ddoR Az2 FYUF MY YA ER A4 BY A5 o A5 HE
S dmdE EMFh 24 23, a2 S9F L Zddass Y A gE9 vl A&He
2 Z71Ele, 018k AA A4 BEM H%E AAFT a2x ZRE AT ZHdYaz G449
obd E9] HLL 2015 E AA oM YSA B%E XA oY o]F 1 H|go] 7AsT rt o]
Ak ATe ARs FYUE N A AW 5 e o A9 BAES Ase 71dE 5 Ak

Abstract

Using cross—platform development frameworks, mobile app developers can easily implement mobile apps
for multiple platforms in one step. The frameworks also provides adversaries with the ability to write
malicious code once, and then run it anywhere for other platforms. In this paper, we analyze the ratio of
benign and malicious apps written by cross—platform development frameworks for Android apps collected
from AndroZoo’s site. The analysis results show that the percentage of benign apps written in the
frameworks continues to increase, accounting for 45% of all benign apps in 2018. The percentage of
malicious apps written in the frameworks accounted for 25% of all malicious apps in 2015, but that
percentage has declined since then. This study provides useful information to make a suitable choice when
app developers face several challenges in cross platform app development.
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#include <stdio.h>

#include "First.h"

JNIEXPORT void JINICALL Java_First_foo
(INIEnv *env, jobject obj)

{

printf("NATIVE : foo()\n");

a2 1. C+ollA dolElE &2 Mot
Fig. 1. declaration of a native function in C++
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First first = new First(); B e 7]7]°ﬂ APTHE 2 YxH o] g=
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Java o] 7]¥kel F=Z%=nk(Apache Cordova)e] 2 &
22291 Lorg/apache/cordova/engine/SystemWeb
E 1. dex THoAM HAE HZ EZe3 View; 9 A&Tzo|th

Table 1. access flags for a method in a dex file

access flag His FZAdA

Name (value) 9 4 Android Framework API
=
PUBLIC 0x1 visible everywhere Lj ava-laﬂf-ﬂbjec'ﬁ;
isi — Landroid.view.ViewGroup;
PRIVATE 0x2, only visible to de ‘

fining class
visible to package
and subclasses ‘ Landroid.view.ViewGroup;

‘ Landroid.view.View;

PROTECTED 0x4

does not take a | android.widget.AbsoluteLayout; org.apache.cordova.
STATIC 0x8 this(instance) — ar- 1 CordovaWebViewEngine.
gument ‘ Landr‘oid.webkw:i:tr.WEbview; Enginevieﬂ;
FINAL 0x10 not overridable

‘ Lorg/apache/cordova/engine/SystemWebView; ‘

implemented in na—

NATIVE 0x100 .

tive code 12l 3. 22 TH} SystemWebViewe| At =

Fig. 3. inheritance structure of cordova
ot=gol=o AefulelQl dexolA & UlolEH SystemWebView

WAZ(native method)&tx 3=t WAZ Fol
AME dlelEE WAEE 37| YA WA= ‘”Eiol OSE dWidowm g stolBe|= )
of A<+ Z#lL(access flag)E %‘f%@ﬁr dex -L} 2 Y& Landroid.webkit. WebView; iﬂi
ol EWo A AFgEE Fe W Zgas ® ¢} Landroid. webkit. WebViewClient; & “<;1ko}
I Zom o F  Access ﬂags7} native A7l Fo HAEES 2H E‘rO]D‘(Overrldmg)
(ACC_NATIVE: 0x100)5 Etale wamel 4 &t S-S S70071a, 83 F7h49)
& 2 42 Fex A H(class descripton) S ©]& HAEE Fdste] ARESh webd WebView
o] AYE Tyl RS HEsi) ¢} WebViewClientg &= S~ HE 2
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‘WebViewClient_vendor_1_
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5 A9E Zadea 47 stolBE= ¢
olE|H qlo=® FFeith i, ARA FYE
B EAo] YehbA = 959 A$ oy
B o) B vER JEHE ERst

41 XYY THYYI Y BR L SYP=

A Ay ZYdea gjor e o
EFel(mono runtime)& A&k Apwkel i3}
UE] jo] &Rk}, 3 "Write once, compile
anywhere’E& FWsle] C++ A& o] &3] a2

=5k, detele 28] Y& yelgy 3 0 = FRF A4S AFss ot AP A
F2 SE30 Agack g, sojue= g F = SAAT E3 A9 QS g dd
S fe JRHozm BEsy] i yelgn & B AU R Ad AEe Pl Fas]
o] B ARE gesi). vlelE] B zhgje] o] Hsjet ol sh= AY]
M Z A= cocos2dx, libgdx, Corona®=
EA5H, AZ2ZRE FAHEL(AR) ML
S 8ol wHEol F& Vuforia® EAF
N W&S wRshH 3 29 2k
T2 AEY = elela ¢el 2 UHolElE S(SEAHE)
Table 2. major native functions (features) of self-contained framework apps
P A dlolg B 3 o] &
Xamarin Lmono/android/Runtime;init
Qt project Lorg/qtproject/qt5/android/QtNative;keyDown
Proj Lorg/qtproject/qt5/android/QtNative;keyUp
Unit Lcom/unity3d/player/NativeLoader;load
¥ Lcom/unity3d/player/UnityPlayer;initJni
Cocos2d-x Lorg/cocos2dx/lib/Cocos2dxRenderer;nativelnit
Lorg/cocos2dx/lib/Cocos2dxRenderer;nativeOnPause
Lcom/ansca/corona/CoronaWebView,
Corona Lcom/ansca/corona/CoronaWebView$CoronaWebViewClient;
Lcom/ansca/corona/JavaToNativeShim;nativelnit
bGDX Lcom/badlogic/gdx/physics/box2d/Body;jni Apply Angularlmpulse
Lcom/badlogic/gdx/physics/box2d/Body;jniSet AngularVelocity
Vuforia Lcom/vuforia/VuforiaJNIinit
Lcom/qualcomm/vuforia/VuforiaJNLdeinit
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© Java®] AR Crrold BT o] Alm Apache CordovacllAl o€ €] 7|9k slo]H g
o] dx|alloF at7]o] W=l o5 WzE 7] o = JW#E74L Onsen Ul PhoneGap, Ionic,

3 MUY Zaed3 el 5 o 53

Table 3. types and characteristics of self-contained

framework?7, Kendo Ul 5¢] &A)3tt}l th& 7Y
k3174 0 2= Titanium, Appyet, react native,
native script 5] £A%t}. Appyet
CRoluvk APk, s 2ol 7]
BHE dE st o=
de] AREEo] stolBEE qf ol EIFrh

ol § 7Rk gojHYE =

& H 4ol v sl

N o
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ol
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Table 4. types and characteristics of hybrid apps

framework apps

A9 | LA F8 =3 A4
% . Chneb) Mono HE}Y] Android,
amarin .nel
44 i0S
QT et C T8 C++ Android,
rojec ++
Pl golnele AF [i0s
i CHnet) Mono #ERY Android,
ni n
Y N i0s
CH+,
Cocotx N sy |SEEZ 2D |Android,
OcoSaE Ha Serph ALz i0S
JavaScript
2D A, C,
C++, Obj-C,
Ansca Lua Seriot Java9] Android,
ua Scrij
Corona P golB g el & |i0S
APIE AHE
A5
Android,
. Java, C. Apak 79 AY |
libGDX ) i0S,
CH+ N As
BlackBerry
=4 |4 e
. Q¢ = Android,
Vuforia C++ _ e
UnityE ¢+ i0S
SDK A&

Zg g9z | AL Aol 3 A4
C#, C++, |B2 Azl
CSS, = EA4 (Onsen .
Apache  |HTML, |UL  PhoncGap, %“Sdr‘”d’
Cordova Java, I onic , BlaékBe
JavaScript, [framework?7, Ty
Ohj—-C Kendo UI %).
JavaScript Z|Android,
?ﬁﬁﬁfﬁm JavaScript Native ULIOS,
Studio =C0p Component  API|BlackBerry,
5 AR Windows
Tg w2 39
o1o] A T
Appyet o A B2, 4% 7l|Android
X »
Swift, Java,
Obj-ColA 24 .
React Native |JavaScript |¥ ComponentE Andrmd,
Aage » g |®
ReactE AHE-
e Ul 24 ¥,
ZYFo LA oF .
Native Script |JavaScript |7H] Z74. Vuejs, Andrmd,
i0S
Angular,
TypeScript A&
CCS3, o S n Android,
Rhomobile  |HTML, S]h ;)}d ei ar{;rﬂ oS,
JavaScript | T HT Windows
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7] 9 = VirusTotal[25]& &-83te] 7383 o
= 2 o]2 7|Wto® malware (94 ‘L‘, malicious
& 7 apps), goodware (B4 ¢} bemgn apps) = 57
‘gl shTh & ATl A Ak ER7IHES AFES)

at7] wjol, vlolE| B 3 HHE &8st o} of & "2 AR~ ZTYE o AN HNEE
olBZ|E qiE EX Pt} & =iolA 83 3 gofgtow A Ams FUE Z A ALE
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Table 5. major features of hybrid apps

ECDEE] OTHE §% o E€ 2= o8

[Ee 2]

Cordova Lorg/apache/cordova/inappbrowser/InAppBrowser$InAppBrowserClient;
Lorg/apache/cordova/engine/SystemWebView;

Titanium [= 2]
Lti/modules/titanium/ui/widget/webview/ TiUIWebView
[Ee 2]

Appyet Lcom/appyet/view/ObservableWebView;

Lcom/appyet/view/observablescrollview/ObservableWebView;

React Native

[ ]
Lcom/facebook/react/views/webview/ReactWebViewManager$ReactWebView;
Lcom/facebook/react/views/webview/React WebViewManager$React WebViewClient;

Native Script

[vlo]E]l B &4]
Lcom/tns/Runtime;initNativeScript
Lcomv/tns/AndroidJsV8Inspector;init

Rhomobile

=g EaY
Lcom/rhomobile/rhodes/webview/RhoWebViewClient;
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Table 6. distribution of benign apps written with each cross—platform development framework

2014 2015 2016 2017 2018
Cordova 1036(2.13%) | 2815(91%) | 2516(356%) | 2050(10.19%) | 612(5.10%)
React Native | 0(0.00%) 1(0.00%) 76(0.26%) 112(0.56%) 33(0.32)
e Appyet 200.00%) 232049%) | 14A4(492%) | 294(146%) | 349291%)
Titanium 530(109%0) | 3490073%) | 18300620 | 183(091%) | 192(1.60%)
Native Script - - 1(0.00%) 40.02) 10001%)
rhomobile 60.01%) 50.01%) 200.01%) 200.01%) 100.01%)
Total no. of hybrid apps 1574(323%) | 3A02(7.14%) | 4222(1437%) | 2645(13.15%) | 1193(9.95%)
Corona 519(107%) | 315(066%) | 126(043%) | 1420.71%) | 150(1.25%)
. Cocos2dx | 1064(218%) | 1090229%) | 514(L75%) | 741368%) | 376(3.13%)
self-contained Unity 2202(452%) | 2638564%) | 1556(530%) | 2024(10.06%) | 285A(2379%)
runtime Xamarin B1074%) | 25058%) | 216074%) | 4122.06%) | 781(651%)
environment | Qt project | 35(0.07%) 44(0.09%) 42(0.14°) 35(0.17%) 21(0.18%)
appS Vuforia 18(0.04%) 23(0.06%) 15(0.06%) 6(0.03%) 100.01%)
1ibGDX ER(121%) | 56(L14%) | 1960067%) | 203(101%) | 105(0.88%)
LongRange - - 1(0.00%) - -
Total no. of self contained | 7q730) | 4980(1045%) | 2666008%) | BBATTI%) | 4288(35.75%)
runtime environment apps
Total no. °2;gss‘platf°rm 6361(1306%) | 8382(1758%) | 6888(2345%) | 6208(30.86%) | 5481(45.699)
Unknown or Native apps | 42343(86.94%) | 39281(8241%) | 22491(76.55%) | 13910(69.14%) | 6514(431%)
Total 48709 47663 29379 20118 1199

7.4 32A ZSHE Y =32 AME N H BE
Table 7. distribution of malicious apps written with each cross—platform development framework

2014 2015 2016 2017 2018
Cordova 800(6.99%) 26(0.26%) 29(0.74%) 26(0.54%) 7(0.40%)
React Native - - 2(0.05%) - 1(0.06%)
hybrid apps Appyet - 12(0.12%) - - 1(0.06%)
Titanium 1(0.01%) 4(0.04%) - - -
Native Script - - - - -
rhomobile - - - - -
hybrid apps Total 801(7.00%) 42(0.429%) 31(0.79%) 26(0.54%) 9(0.52%)
Corona 32(0.28%) 32(0.32%) 5(0.13%) 7(0.15%) 0(0.0%)
Cocos2dx 582(5.09%) 663(6.60%) 200(5.33%) 39(0.829%) 10(057%)
self-contained Unity 1004(877%) | 1486(14.79%) 364(9.28%) 143(3.00%) 28(1.60%)
runtime Xamarin 5(0.04%) 5(0.05%) 16(0.41%) 5(0.10%) 1(0.06%)
environment Qt project - 1(0.01%) - - -
apps Vuforia 2(0.02%) 1(0.01%) - - -
1ibGDX 354(3.09%) 357(3.55%) R7(2.229%) 12(0.25%) 5(0.29%)
LongRange - - - - -
Total no. of self-contained | 1q7179000) | 25450538 | 6811736%) | 20643200 | 44251%)
runtime environment apps
Total no. °fa;;‘s’ss'platf°m 2R0(24.29%) | 287(2B75%) | TI2(1815%) | 232(4.89%) 53(312%)
Unknown or Native apps 8664(75.71%) | 7459(74.25%) | 3210(81.85%) | 4539(9514%) | 1700(96.98%)
Total 11444 10046 3922 4771 1753
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