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A Similarity of device driver on Embedded system
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Abstract

Copyright evaluation is the work of judging the similarity between the product of the original developer
and works suspected of duplication. In order to keep the fair and objective verification, the developer and
the developer's object should be submitted, but in most cases, it is difficult to compare one-on-one with
the unfair disclosure of data by the suspect. In particular, in the case of an embedded system, a kernel of
the Linux OS is mounted and an application program is made to be executed using the device driver.
When such a system is duplicated, evaluation results can not be obtained by the conventional comparison
method, the difference of the operating system, and the structural difference of the program according to
the nguage used make analysis difficult. By this reason, the similarity comparison result is different
because of the high proportion of open programs. In this paper, we compare and analyze the kernel source
and device driver of two products.

FI7IHE - 7d A, vupe]a=gtolH, linux fAHY, st=dlo A =

keywords : kernel evaluation, device driver, linux similarity, hardware sub-items

1. M2 BHRI77E ZRAME 7|NOR g dE

g stegojel FPAAE Vo R gt SEA

¢ BEUE A A EA TR ZE ] dAPo R P Al~H] A%
(email: ktlee@kongju.ac.kr) A= XA 7|59 FEY ABlAS ¢3
Hedak 20180523, AAbgks: 2018.06.10. 2R EXE a9l E4 o1& ol

Al A €7 2018.06.20.



RHICIE 717] Z4FoM CHIO|AEEOH RAMY ©F

g 2t
=4,

=

o
>

stedlofE AAsta AFes T
it = Alxgle] Ao R A4 =
OMWE RS 871715 AlFs)
W, o] A% wWol] A&+ O0S7F Linux
Kernel °lE‘r[1]. aYuy gEarde ‘?}%ﬁr"‘
ez Aol gAEo], Axe vds B
at7] o g 3k

BE717] ZANA
oAl dh= Fol EE:L%E
AZolth A olo] Al FALA

]_

[e)
F

ol rob
ofr
2

o Ho go I

)
L)

2. IT d2717| stEFI 4

R Fobsd 4ol 272 A4
= A9, APALge] Ak W R AA e A
GG AGOR 759 Ao

Atk olelgk AJ2El] -

o] TRANE FAHORE ZE W SIAA
FrZ 883 RAM, $8Z203S8 As}
= FLASH ROM, Ax7]7]¢] 4&8&07 A}

9 8

5= 7IHE, gaZHoldA | HAME, 1
glar e FAlo] Jheetes E
TCP/IP, USB, COM) o] A7t

—~

SRR ZTRAANY F8
3zt FHEAX(key pad, LCD monitor,
LCD touch screen, BAXE) & g94oz &
gstod, AREAR A 83 75 ©ET|7E
A2t
A 22392 compile HES F

ZZAA A= AYgIeR dddrt o
Zdole  design A4S Ed 1929}
&317] &olg AFoE SgHTt

pul

Ao 7]

off ol

Micro Processor PC
usB
RS232
«—LCP/IP
Touch LCD
screen

J% 1. ojo|3 2 HEEZ 2eHolA 74
Fig. 1. Micro controller interface

wle) 7)ol thshAm, 94

a7 2. 0S 7|4t
Fig. 2. Device configuration with OS

HEI17] =



20184 68 st=RAZEQ Y

d71ets] ==X H14d M=

ole]gk OS7F §AlH <], %%71%_— AAZEo =
AA7IE 71718 b=
Edlo] B2 547159 %%EEJ%JOH
SQAATY F7 e o], A& Thee 2RO R
A 2l e,

o[> offf
[1:1 D3

)

3. YHICIE2IAA +d

Aradrvls ARSAR] 2t ofs A2
gol Ad #hH3 Slon, 53 EAT U
FANA GEE 7eE RS A8 AEs
A7) AFgsta Q) o] WHE st=9 o
Al 7le 3 AZEMOY Yeo] d4dd 7T
om, A B S8 Tzadel} s
of REyte] vyl LFEojof B FEo|
=t

ML 2y
L2 oo 2
> i, IS
M g o
£
I
oy 2 Hg
o o g
il 2
ol
ob K
£ oo
el oo
r &
ok fitl
rr [

ol o
EL
ui

Application SV

processor

Memory o

O3 3 AHICIE A|A-> Fx
Fig. 3. Embedded system architecture

$HERIRE AGARAE o) 2RO 2 A

A7) BT AU s FH5S
o, ARs7) gAY N7 BEES ol
wolth, AL = A wet 7]7)9] Fheg

3 g&H, $FAA 7152 2

)
o 1T
3 A4HE Aow xﬂw}% AHgARe) a7

3.1 AAEIO| MZ| 3

Qut= Azdold 54 Ze A W
o] EFA A0S} +F2Z= 13 (kernel)S 2t
a3, ol o8] 54F AFLRALCD,
button) 2§25 &= Al~ES T}

olelgh AlxElE A SleiM= A
Agsl ZZAXE /qug}ﬁ I ZRA A A
A 7Hed FAAA0S)E WA F AAT W
IS ReR= ] él be Al71AL &3

iy

g

I~

Hog wg

713

3.2 UAHCIEA| AR MX|

Qe Asge AgHE TR £9
A Al wet AR o *‘Olﬂ ] wol o714
= EMPOS-tiny RE& FAHo2 HAAIHAAHES
ot} o] HEi= intel Xscale PXA255 X2
145 Ageln Qlor, 88 V0%A LD,
button, Ir'DA, GPIO, Ethernet )& 7} 9

th %7] o AR AX|HoIA gk Al=H

>,



RHICIE 717] Z4FoM CHIO|AEEOH RAMY ©F

s
-z
[m
fu
n}
=
lo,
o
Mo
o2
24
B
o
2
N
sl
il
N
i,
ful

o Tol], H-E O] /\]ZLZZQOH —‘?AEiEi
RN
olol ofs) A

Atz e = Al ="
PCele] Ao %ﬁﬁ}ﬂﬂ, ol& $J8l PCS} target
7J°ﬂ EHH‘%% 98 RS232 Alol&
t Ethernet #°]E, Flash Rom<]
read/writeZ Hd JTAG cable®] A=},
ol#]dt AHo]BL& AlxH9] v 2 1y o]
gk A O]Et] AA ALES T ulE AR
t}. 32E PCE target AlZ~€19] 7fdto]
ALE-E = Zi_‘li, de3 FEUES AT =
wojop girh olw] Bl Al2Ee]
0S<} 7}%% FYAAZE LHER 252 OS7F
AHEEHE ST PCAE SHAAE H522
AR o] glojof gt

4. ClHIO|A =2jo[ H|Z

Hrle]x Egfolw Adn AolE Baw
g seslo] Alolel AZ(ayer)olth. o Hu}
o]~ Egtoln|= FA4A JdoR. FAdo]l AX
o 47 EAEA 91 Aol AEsol s %
trhol 2 Eeholuo] ol ol
oz Edfoluli= B} trlo]s Edoln], %3

tutol 2 ko], HEY Cujo] s Eejolnje]

W)=

gt tulels Egtolnge A

of gHo= %‘ oA AR 7| E &, W2
T THoE FFAAT AAF FECdA Al
¥ g3 olE 93l =l

HAG AA @ 5 glon,
= 1%8}04 tate) o]

| Application |

I System call interface |
A

| Virtual File system(VFS) |
A
[ % L1
Buffer Cache |  Network
Subsytem
Y
Character Block Device Network
Device Driver Driver Device Driver

Y Y Y
| Device Interface |

| Hardware I

&l 4, ClHio|A EEfo|e] AHS
Fig. 4. Device driver level

T1R49F Zo] ofFg Aol A= Al2E
S E3lo] VFS(Virtual File System) ¢te] #
tuto] =5 ¢lo] Tiupo] Egtolujo Al B
el Hutol s =gtelH = gy s
Zsto] st=glojE Alo] gt = tupe]x =
olHE AY i Zzadoly] wiEo] Yuky
A&} Oigﬂﬂlol/}io A9 wok vt
ke R

iy

Ny

R —E folt - o



20184 63 S=AZEOUTE

HItEs| =2X H14H AH15

7
9l , AR A
o] ZE] Aol A A opendtal close® wf of-§-3}
E2F31= open} release$trS ZHAlSlaL tvlol
2~ EAo|| we} file operationsd TFEA O] ek
9= B2 AAet) theoz AME IS
o] EAlo| "t file_operations T-Z Ao =3}
I init_module¥t¢} cleanup_module$t+E 9|
g3to] tjutol 2~ EE}O]‘HE Aol Ahiatar Al
A W AHEEE s AT gEss d
A BE A fupol 2= gl gt AFY F2
strR 74 359 file operations 247 &
¥}

49 e v 19hek 2

// Device driver sample.c
#include <linux/module.h>
#include <linux/kernel.h>
#include <linux/inith>

int init_module(void)

{
printf("Hello, Device driver\n");
return 0;

}
void cleanup_module(void)
{
printf("End, Driver \n");
}

T2l 5. ClHio|A EzfolH AAFE
Fig. 5. Device driver source code
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// Device driver ledport.c

#include <linux/ioport.h>

#include <asm/uaccess.h>

#include <linux/module.h>

#include <linux/fs.h>

#include <asm/io.h>

#define LEDIOPORT_MAJOR 0

#define LEDIOPORT_NAME "LED IO PORT”
#define  LEDIOPORT_MODULE_VERSION "LED IO
PORT VO0.1”

#define LEDIOPORT_ADDRESS 0xf1600000
#define LEDIOPORT_ADDRESS_RANGE 1
//Global variable

static int ledioport_usage = 0;

static int ledioport_major = 0;

// define functions...

int ledioport_open(struct inode #*minode, struct file
xmfile) {

if(ledioport_usage != 0) return ~-EBUSY;

70 HBE-EMPOS-Tiny Software Manual
MOD_INC_USE_COUNT;

ledioport_usage = 1;

return 0;

}

% 6. ClH}O|A E2}0|H ledc &ARE
Fig. 6. Device driver led.c source code
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